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In-System Programming (ISP) 
For Mobile Device Forensics  
In-System Programming applied to the forensic process enables  
examiners to access eMMC memory directly, while bypassing the control-
ler, but not removing the chip.   Utilizing the ISP process  
allows examiners to acquire a complete image of the chip without chip re-
moval, and therefore provides the original evidence device to remain intact.  
ISP offers examiners the opportunity to acquire a complete image of the 
memory in a non-destructive way.   
 
The process is used for devices using eMMC and eMCP memory, the  
predominant memory in most of today’s smartphones.    
 
In this class, students will gain a comprehensive understanding and the 
skills to perform ISP extractions from devices with eMMC memory.  Stu-
dents will be provided with three sets of phones to perform chip-off extrac-
tions to understand tracing and connection points, and then perform the da-
ta extraction from the second device using the ISP process.    
 
Students will learn the required soldering and chip-off skills to perform ex-
tractions and compare findings between devices.     
 
In class, students will remove chips from devices, locate ISP connections 
points using back tracing techniques, and then apply the ISP process to an 
identical phone to download the eMMC flash memory.  
 
While chip-off and soldering techniques are taught in class, students should 
be comfortable with both techniques, and ideallyhave experience in both 
practices. 
 
 Students receive the TeelTech Z3X ISP Kit with Z3X Box (all cables)  

3-in-1 Adapter, EMMC Adapter, Alligator Clips, Kapton Tape, Pins, etc. 
 Students are requested to bring a Windows 7 (32 or 64 bit OS) laptop.  If not 

possible, please indicate on registration page.   
 Contact us if interested in hosting at your location.  
 All TeelTech students receive a 5% discount on products.  


